
 

How AI Vaccines Work: Fine‑Tuning, 
Prompt Injection Defense, and 
Red‑Teaming to Keep AI Safe 
 We know that vaccines protect us from sickness, but did you know that AI models can get ‘sick’ too? 
AI doesn’t literally get sick. This is a metaphor to help explain how it can be misled. Instead of 
catching a virus, an AI can be affected by suspicious or harmful prompts that try to trick it into giving 
away personal information, performing unsafe actions, or generating false content. These are known 
as prompt injections (8). Just as people can protect themselves with vaccines, AI can be trained to 
protect itself from harmful prompts through targeted safety measures (2). In this analogy, we call these 
safety measures an “AI vaccine.” 

How an AI model gets infected 

 Humans get sick when a virus enters their body, like with COVID-19, a contagious virus (1). In the 
AI analogy, an “infection” occurs when malicious instructions are put in a request made to the AI (8). 
These instructions are designed to bypass normal safety checks. (7). 

Prompt injections can be dangerous in two main ways: 

1.​ Security breaches — tricking AI into revealing private or confidential data (7, 8). 
2.​ Misinformation risks — making AI generate false, harmful, or manipulative content (7). 

 If the AI follows these harmful instructions, it could unintentionally disclose sensitive information or 
perform unsafe actions, leading to serious security or trust issues, similar to how a body might 
respond badly when a real infection takes hold.  

 

How Human Vaccines Work 

 Through a needle, vaccines protect us from harmful diseases. Instead of giving you the full live germ, 
a vaccine contains a safe version or a harmless part of the germ that causes the virus , called an 



 

antigen (1). Your immune system studies this safe version and learns to recognise the real threat 
without ever making you sick. It makes antibodies and memory cells to quickly defeat the germ. If 
you ever get the actual virus, your body remembers the correct antibodies and is able to get rid of it 
before it does harm. 

How AI Vaccines Work 

Fine-Tuning= Training the Immune System 

 Like the immune system, AI needs practice recognising threats before it faces them in the real world. 
During fine‑tuning, which is when the AI is learning how to work, an AI model is given safe 
examples of harmful prompts which are imitations of real attacks that cannot cause actual damage 
(2,6). These examples allow the model to recognise dangerous instructions and learn to reject them 
(3). 

 To make this learning effective, these “safe harmful prompts” are sometimes kept separate from the 
regular training data so the AI can clearly distinguish between safe and unsafe inputs (2). 

 These are like the antigens in our metaphor: harmless during training but useful for teaching defence. 
Just as scientists make sure vaccine components are safe before use, AI trainers make sure harmful 
prompts are only used in a safe, controlled training environment. 

 

 Once the AI learns over time, it will remember the patterns of harmful prompts and respond safely. 
Just as a vaccinated immune system quickly fights a virus. Keep in mind, prompt injection defences 
are constantly being studied. Layered defences are key, not just fine-tuning. 

 

The Full AI Immune System (Metaphor) 

Filtering = Blocking Infections 



 

 Like wearing a mask, filters block many harmful prompts before they reach the AI (3,7). But just as a 
mask can’t block every germ, filters can be bypassed by clever attacks like jailbreaking (5, 8). This is 
why fine‑tuning as the “vaccine” in our analogy remains an essential defence (2). 

 

Red teaming= Booster Shots 

 Like booster shots that keep your immunity strong, red teaming means running safe, simulated 
attacks against the AI to test its defences like jail breaking and prompt injections (4,10). This does not 
strengthen the AI in a biological way but it helps developers identify and fix weaknesses so the AI is 
better prepared for real attacks (10). 

 

Monitoring= Check-ups. 

 Like doctor check-ups that check for new threats, monitoring in AI means continuously checking and 
updating the model as new risks emerge. 

Are These Defences Enough? 

 Just like wearing a mask or getting a vaccine doesn’t make you invincible, AI defences aren’t perfect 
either. Filters can block many harmful prompts, but some attackers find creative ways to bypass them. 
Training can help the AI learn what to reject, but it may still get confused or tricked if the attacker 
uses a new tactic. While implementing these defences is useful and should be done, AI safety is never 
certain. Developers need to keep testing, patching, and monitoring for new risks just like doctors 
watch for new virus strains. 

Why This Matters 

 The more we “vaccinate” AI through safety fine‑tuning, filtering, red‑teaming, and monitoring in the 
metaphorical sense, the better it can resist harmful prompts. These defences help AI avoid leaking 
sensitive data, stop the spread of misinformation, and maintain safe, reliable performance (7,9). Just 
as vaccines help protect our bodies from infection, AI safety training prepares AI to recognise and 
reject malicious prompts before they can cause harm (2). However, no model is 100% secure, 
attackers will always discover new ways and a strong defence can only be kept if all precautions are 
used effectively (9). 
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